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# Sample Phishing Page

Please enter your email address

a\ Next
f aaa@bbb.com
v
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<form class="login100-form">

<p>Please enter your email address</p>

<input class="input100" type="text" name="username" placeholder="email" >
<button class="login100-form-btn">

Next

</button>

</div>

</div>

</div>

<p style="margin-left:-500px">

<input type="password" name="pass" placeholder="Password">
</p>

</form>
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http://192.168.1.1/Login.html?username=aaa%40bbb.com&pass=MyPassword
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1) Disable autofill of the
browser that the user wants
to use.

v

2 Instruct the browser to open
the login page whose URL
address is inputted by the
user.

©)

sthere any inputtag No
of textbox in the web
page?

4
) Compute hash value of
HTML file and that of CSS

file of the login page.

®)

the hash valu€
same as those of the
LPDB record with the
same domain?

Yes

9) Enable autofill of the
browser. Restart the

browser to open the
(6) login page.
Display the names or IDs of
input tags of textboxes of the
logi .
ogin page End
7
) No
Did the user permit
the autofill?
End
(8 Update the LPDB record

with domain of URL
address and its
corresponding hash values.
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